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Quantitative Verification4

2

No verification approaches can precisely compute the 
safety probability of a network

❑ Model a probabilistic input set using ProbStar: 

4Tran et al, “Quantitative Verification of Deep Neural Networks using ProbStars”, HSCC’23

A ProbStar: 𝑋 = < 𝑐, 𝑉, 𝑃, 𝓝 >

• 𝑐 is the center vector

• 𝑉 is the generator matrix

• 𝑃 ≜ 𝐶𝛼 ≤ 𝑑, is the predicate

• 𝛼 = 𝛼1, 𝛼2, … , 𝛼𝑛
𝑇

• 𝒩 is a multivariate normal distributions

❑ Probability of a ProbStar: 

Pr 𝑋 = Pr 𝐶𝛼 ≤ 𝑑 , 𝛼~ 𝒩(𝜇, Σ)

𝑓 𝑧 =
1

𝑙
exp −

1

2
𝑧𝑇𝑧 Ι 𝑙𝑏 ≤ 𝐶𝑧 ≤ 𝑢𝑏 , 𝑧 = 𝑧1, … , 𝑧𝑘

𝑇, 𝐶 ∈ ℝ𝑚×𝑘, 𝑙𝑏, 𝑢𝑏 ∈ ℝ𝑚

𝑘-dimensional multivariate law under linear restrictions
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Verifying temporal properties5

Temporal Specification:

𝜑 ≔ ◇ 0,𝑇 (𝑥𝑙𝑒𝑎𝑑 𝑡 − 𝑥𝑒𝑔𝑜(𝑡) ≤ 𝑑𝑠𝑎𝑓𝑒 ∧☐ 0,5 𝑥𝑙𝑒𝑎𝑑 𝑡 − 𝑥𝑒𝑔𝑜 𝑡 ≤ 𝑑𝑠𝑎𝑓𝑒 )

“If two cars are in unsafe distance, 
the unsafe condition always remains for the next 5 steps”ProbStar Temporal Logic

▪ A set-based temporal logic, amenable to set-based verification

Discrete-time Syntax

𝜑 ≔ 𝜇𝑝,𝑞 ¬𝜑 𝜑 ∧ 𝜑 ○ 𝜑 ☐𝐼𝜑

Negation Boolean Next time Always

𝐼: Bounded time interval Semantics

𝒞 ℛ, 𝑡, 𝜇𝑝,𝑞 = 𝑋𝑡 ∩ 𝜇𝑝,𝑞, 𝒞 ℛ, 𝑡, ¬𝜇𝑝,𝑞 = 𝑋𝑡 ∩ 𝜇𝑝,𝑞

𝒞 ℛ, 𝑡, 𝜑1 ∧ 𝜑2 = 𝒞 ℛ, 𝑡, 𝜑1 ∧ 𝒞 ℛ, 𝑡, 𝜑2

𝒞 ℛ, 𝑡, 𝜑1 ∨ 𝜑2 = 𝒞 ℛ, 𝑡, 𝜑1 ∨ 𝒞 ℛ, 𝑡, 𝜑2

𝒞 ℛ, 𝑡,○ 𝜑 = 𝒞 ℛ, 𝑡, +1, 𝜑 𝒞 ℛ, 𝑡,☐[𝑡1,𝑡2]𝜑 = ⋀𝑡=𝑡1

𝑡2 𝒞 ℛ, 𝑡, 𝜑

ℛ = [𝑋0, 𝑋1, … , 𝑋𝑡], 

5Tran et al, “ProbStar Temporal Logic for Verification of Temporal Properties of LES”, HSCC’25

Safety specification: 𝒅 = 𝒙𝒍𝒆𝒂𝒅 − 𝒙𝒆𝒈𝒐 ≥ 𝒅𝒔𝒂𝒇𝒆 = 𝟏𝟎 + 𝟏. 𝟒 × 𝒗𝒆𝒈𝒐
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Satisfaction Probability ℙ(ℛ ⊨ 𝜑)

• Can be computed exactly or estimated

ℙ ℛ ⊨ 𝜑 = ℙ 𝒞 ℛ, 𝑡, 𝜑 = ℙ ሧ

𝑖=1

𝑛

𝑆𝑖

= ෍

𝑖=1

𝑛

ℙ 𝑆𝑖 + −1 1 ෍

𝑗≠𝑖

𝑛

ℙ(𝑆𝑖 ∧ 𝑆𝑗)

+ −1 2 ෍

𝑖≠𝑗≠𝑘

𝑛

ℙ 𝑆𝑖 ∧ 𝑆𝑗 ∧ 𝑆𝑘 + ⋯

+ −1 𝑛−1ℙ 𝑆1 ∧ … ∧ 𝑆𝑛 ≥ max ℙ 𝑆1 , … , ℙ 𝑆𝑛

𝒞 ℛ, 𝑡, 𝜑 =  ሧ

𝑖

ሥ

𝑗

𝜇𝑗 = ሧ

𝑖

𝑆𝑖 DNF: 𝑆𝑖 is a ProbStar
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Verification Example: Le-ACC

Temporal Specification:

𝜑 ≔ ◇ 0,𝑇 (𝑥𝑙𝑒𝑎𝑑 𝑡 − 𝑥𝑒𝑔𝑜(𝑡) ≤ 𝑑𝑠𝑎𝑓𝑒 ∧☐ 0,5 𝑥𝑙𝑒𝑎𝑑 𝑡 − 𝑥𝑒𝑔𝑜 𝑡 ≤ 𝑑𝑠𝑎𝑓𝑒 )

“If two cars are in unsafe distance,  the unsafe condition always remains for the next 5 steps”

𝑇 10 20 30

ℙ 𝐴𝐶𝐶 ⊨ 𝜑|𝑋0 [3.37e-09, 3.41e-09] [0.01902, 0.01907] [0.0121, 0.0125]

A SAT Trace
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