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Quantitative Verification?®

Output Set: F(I) Y [ Model a probabilistic input set using ProbStar:

Uncertainties in x ®
x~N(0, o) L m A ProbStar: X =<c,V,P, N >
v o N m LIS EXTS0 :
f“{ EROER e * cisthe center vector
_8 g . | .A\ . output layer F(x) _ U‘m Nk(#k’o.k) . .
S G R el il ettnc k=1 e I isthe generator matrix
Input Set: I . .
P 08 Neural Network Property « P 2 Ca < d,isthe predicate
Quantitative Safety Verification Problem p _ T
= e a=(ay,a,,..,a,)
F(D) n P = ¢: P : Predicate over . o o
Quantitative Answer: How much? Probability? output space y e N isa multivariate normal distributions
No verification approaches can precisely compute the O Probability of a ProbStar:

safety probability of a network
Pr(X) = Pr(Ca < d),a~ N (u,X)

k-dimensional multivariate law under linear restrictions
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“Tran et al, “Quantitative Verification of Deep Neural Networks using ProbStars”, HSCC’23
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Verifying temporal properties

P Safety specification: d = Xjead = Xego = Asafe = 10 + 1.4 X veg,

l@(— l >®- = Relative distance Ny \[ i\/ =)

Speed Control

Temporal Specification:

oal: D_rel = D_saf
Goal = el) D.safe Safe distance c
go Car Leaa Car

(g . o, o @ = o] (xlead(t) — Xego (t) < dsafe A EI[0,5] ((xlead(t) — xego(t)) < dsafe))

Spacing Control

“If two cars are in unsafe distance,

ProbStar Temporal Logic the unsafe condition always remains for the next 5 steps”

= Aset-based temporal logic, amenable to set-based verification

Discrete-time Syntax I: Bounded time interval Semantics
tp,ql=plo Aglo olOf * - Vo f e B -
C(R,t,tpg) = Xe N tip g, C(R,t, =ty ) = Xe NTopg
/ / J \ C(R,t, 01 A p3) = C(R,t, 1) AC(R, t, )
Negation  Boolean Nexttime Always C(R,t, 01V @;) =C(R,t,01) VC(R,t,¢@,)

C(R, 1,0 9) = C(R,t,+1,0) C(R,t,Op, 1,10) = A2, C(R, T, )
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Satisfaction Probability P(R E ¢)

e Can be computed exactly or estimated

C(R,t,p) = \/(/\,u]> = \/Si —— DNF: S; is a ProbStar
i \j i
/IP(R E @) = P(C(:R t,p)) =P <\/S> \

n\i=1

211»(5)+( 1)1211»(5 AS)

]il

+ (—1)? z P(S; AS;j ASy) + -
ESET

k + (=D P(S; A .. A S, ) = max(P(Sy), ..., IP’(Sn))/




Verification Example: Le-ACC

SR .S VLA 03 651615692873492e-05
EROCa Safe distance Lead Car = e
A ) " LS
M Relative distance M 0.2
speed Control & #41188062e-05
Q,§ A
Goal: D_rel = D_safe R _— | 0.0 - 729432216103382e-05
Ego Car Lead Car d
r@—‘ Relative distance r@—‘ ‘ 726268154300861e:05
el
@ @ @ @ ke 5894591578816-05
. 479068996405 Q60 ot
Spacing Control 0145987 88645892969912e-05
. ro . : Y 25.5 26.0 26.5
Temporal Specification: Vego

A SAT Trace
¢ = Cro11Xiead(r) — xego(t) = dsafe A Ujo,s] ((xlead(t) - xego(t)) = dsafe))

“If two cars are in unsafe distance, the unsafe condition always remains for the next 5 steps”

I N N

P(ACC E @|X,) [3.37e-09, 3.41e-09] [0.01902, 0.01907] [0.0121, 0.0125]



	Slide 1: ProbStar Temporal Logic for Verifying Temporal Properties of Learning-enabled Systems
	Slide 2: Quantitative Verification4
	Slide 3: Verifying temporal properties5
	Slide 4: Satisfaction Probability P R 
	Slide 5: Verification Example: Le-ACC

