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● Misuse

Motivations: Attributing the Provenance of Data

Misinformation Automated Phishing Academic Cheating



● Future model development: prevent training on 
synthetic data.

Motivations: Attributing the Provenance of Data

Shumailov et 2023



Watermarks for Generative Models
● Watermarking for generative models: implant 

identifiable statistical signals into generated content.

● Taxonomy
○ Weak watermarks: Restrict not only the capabilities of the attacker but also the set 

of transformations that it is allowed to make to the response.
○ Strong watermarks (Our attack target): A computationally bounded attacker 

cannot erase the watermark without causing significant quality degradation. 



Our Two Assumptions - Output Space
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● The space of high-quality outputs is rich.
○ Necessary for planting watermarks



Our Two Assumptions - Verification vs Generation

Response 1

Response 2
Query Response 1 is better because …

● Verification is easier than generation.



Key Theoretical (Impossibility) Results

Proof Idea Overview

● Denote each adjacent node as texts/images 
differ by only one span/patch.

● Random walk traversal over a graph, under
some assumptions the walk can mix.



Detection Performance and Quality over Time
● When we perturb the watermarked text more…

○ Detection degradation
○ The quality maintains roughly the same

p > 0.05



Qualitative Results

● Stable-diffusion-2-base to inpaint the image.
○ Watermarked images after (left) and before (right) attack.

Stable-diffusion-xl-base-1.0 sdxl-turbo 



Qualitative Results
● C4 news completion task. 
● The text after attack (red) and before (green) attack.

● More results at https://hanlin-zhang.com/impossibility-watermarks

https://hanlin-zhang.com/impossibility-watermarks
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Questions?


